MEMORANDUM

City Manager'’s Office

DATE: February 4, 2019

TO: Mayor and City Council

THROUGH: Julie Edmonds-Mares, City Manager é/ e B
FROM: Jennifer Yamaguma, Public Information Officer

SUBJECT: Citywide Public Records Act (PRA) Training

Recognizing that there are a number of new staff members within the City and with no known date of
the last time there was offered, if ever, a training on the California Public Records Act (PRA), a Citywide
training was provided in coordination with the City Manager’'s Office and Christine Wood of Best, Best &
Krieger (BBK) on January 23. Two sessions were held - one in the morning and one in the afternoon.
The session was also recorded and archived for easy retrieval for those that were unable to attend and
also for those that would like to go back to the video to review specific pertinent information. A copy of
the Powerpoint presentation is attached to this memorandum for review.

The session was all encompassing and included reference to sunshine laws, including The Brown Act
(Government Code § 54950 et seq), the Public Records Act (Government Code §6250 ef seq) and the
City’s Open Governance Ordinance (Milpitas Municipal Code Chapter 310).

Provided below is a general overview of what the training session included:

1. Overview of PRA
a. Access to information concerning the conduct of the people’s business is a fundamental and
necessary right of every person in this state.
b. Public writings shall be open to public scrutiny
c. Members of the public may inspect or obtain a copy of identifiable public records

2. PRA Lifecycle
a. In general, within 10 days the City must respond with:
i. Production letter — provides the record(s) and identifies any applicable exemptions
ii. Determination letter — tells the requester the date on which they will get the record(s)
iii. Extension letter — tells the requester that a determination letter will come within 14
days of the date of the letter

3. PRA Exemptions
a. Exemptions from PRA are extremely specific and must be carefully considered.
b. Some common exemptions include:
i. Personnel, medical records
ii. Investigative records
iii. Pending litigation
iv. Voter information
v. Attorney client privileged documents
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City Manager’s Office

4. PRA Pitfalls
a. Failing to adhere to statutory timelines
b. Not properly interpreting the scope of the request
c. Not identifying all custodians of records
d. Improperly accessing fees for records

It was reiterated that the PRA defines a writing as “any handwriting, typewriting, printing,
photographing, photocopying, transmitting by electronic mail or facsimile, and every other means or
recording upon any tangible thing, any form of communication or representation, including letters,
words, pictures, sounds, or symbols, or combination thereof, and any record thereby created regardless
of the manner in which the record has been stored.” This means, all emails, text messages,

voicemails, correspondence, reports, photos taken on cell phones, postings on social media, etc. could
fall within the PRA and could be subject to disclosure. This is true regardless of it the device in which
the record was created or saved was done so on a Milpitas-issued device/account or personal
devicefaccount.

In general, the following 4-part test may assist in the determination of defining a public record:
(1) awriting
(2) with content relating to the conduct of the public’s business
(3) prepared or
(4) owned, used, or retained by any state of local agency.

Lastly, we reviewed best practices when it comes to PRA’s, most importantly to be consistent, thorough
and to have meticulous record-keeping habits and supporting policies.

This citywide training was the first of a multi-phased PRA initiative, and staff within the City Manager's
Office intend to continue efforts with the City Attorney’s Office, City Clerk’'s Office and Information
Services to define a centralized database for record keeping of PRA requests received citywide, as well
as updating certain policies, including, the records retention schedules, email and social media policies,
and incorporating a website portal for full transparency of requests and records that are disclosed. Staff
intends to present to Council updated email and social media policies for consideration, as well as an
online PRA portal by summer 2019. The updating of the records retention schedules will be a robust
project requiring dedicated time and substantial staff resources. Therefore, in order to balance
workload, it is anticipated that the undertaking of that portion of the project will be initiated during fall
2019.
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City of Milpitas
January 23, 2019
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Agenda

* Sunshine Laws
* Overview of Public Records Act
» Common Exemptions
» Pitfalls
= Introduction to Electronic Records
* San Jose v. Superior Court (2017)
* Best Practices
* |dentifying Public Records

Sunshine Laws
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Sunshine Laws

* The Brown Act
= Government Code § 54950 et seq

« The Public Records Act
« Government Code §6250 et seq

* City’'s Open Governance Ordinance
* Milpitas Municipal Code Chapter 310
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Overview of PRA

Overview of PRA

+ “access to information concerning the conduct of
the people's business is a fundamental and
necessary right of every person in this state”

* public writings shall be open to public scrutiny
» members of the public may inspect or obtain a
copy of identifiable public records
* ‘members of the public” and “public records”
are broadly defined

» agencies must assist the member of the public
in making a focused and effective request
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Overview of PRA

PRA Lifecycle — after a request is received...
= within 10 days, the City must respond with
« Production letter — provides the record(s)
and identifies any applicable exemptions
+ Determination letter — tells the requester
the date on which they will get the
record(s)
« Extension letter —tells the requester that
a determination letter will come within 14
days of the date of the letter
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Overview of PRA

PRA Lifecycle — after a request is received...
+ Reasons that justity a 14-day extension

1) the need to search for and collect the requested
records from Iocations or organizations that are
separate from the office protessing the request
the need to search for, collect, and review a large
volume of records
the need to consult with another agency having
substantial interest in the determination of the
request
the need to compile data, to write programming
language or a computer program, or to construct a
computer report to extract data
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Overview of PRA

« Recent & Significant Case Law Interpreting the PRA
* San Jose v. Superior Court (2017) 2 Cal.5th 608 - records in
personal devices or personal small accounts are public
records because to rule otherwise would create an unintended
cloak of secrecy around the public's business

* Marken v. Santa Monica-Mallbu USD (2012) 202 Cal. App.4th
1250 — disciplinary records are public records if the allegation
“is well-founded and substantial in nature”

.

LA Counly Board of Supervisors v. ACLU (2018) 2 Cal. 6th
282 — attornay invelces for current litigation are privileged
communications exempt from disclosure

www.BBKlaw.com
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Overview of PRA

* The PRAis NOT...
a retention policy
a destruction policy
a privacy policy
a usage policy

Overview of PRA

* Disclosure has become a heavy burden
« Includes personal devices and accounts

(San Jose)

* Introduces the threat of Civil Discovery
(City of Los Angeles)

» Accounts for unpredictable attorneys’ fees

(Sukumar) . \Qg.'

i i A

* Requires an Enterprise Systems (>
Catalog (Gov. Code § 6270.5) Dt

i
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Overview of PRA

Common Exemptions
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Overview of PRA

= Public access to information must sometimes yield to
personal privacy interests
* 76 express exemptions,
plus those incorporated by reference

+ When records contain both exempt and disclosable
information, an agency must redact the reasonably
segregable portions of the record, unless the burden of
redacting the record becomes too great.

(Gov. Code § 6253(a).)

Overview of PRA

+ Common Exemptions

« Personnel, Medical Records (§ 6254(c))

* Investigative Records (§ 6254(f))

* Pending Litigation (§ 6254(b))

» Voter Information (§ 6254.4)

« Tax Payer Information (§ 6254(i))

+ Law Enforcement Records (Penal Code §832.7)

* 6254(k) exemptions — anything exempt anywhere else
= Attorney Client Privilege & Work Product
+ Trade Secrets
= Copyrighted malterial

+ Calch-all exemption (§ 6255)
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Overview of PRA

Pitfalls
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Overview of the PRA - Pitfalls

« Failing to adhere to the statutory timelines

* Not properly interpreting the scope of a request

* Not identifying all possible custodians of records

= Improperly assessed fees for records
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Overview of the PRA — Pitfalls

Failing to adhere to the statutory timelines

* Scenario #1
* You get a PRA request on Friday,
December 21st, 2018, at 4:00pm—just
before the City closes for the holiday.
When is the first communication due to
the requester?
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Overview of the PRA — Pitfalls

Failing to adhere to the statutory timelines

e Scenario #2

= You get a PRA request sent to your
email while you are on vacation. You
return to work and see the request on
the 9th day after the request is
received. Can you take a 14-day
extension?




Overview of the PRA - Pitfalls

Not properly interpreting the scope of a request

* Scenario #3
= The request asks for any and all
communication related to a recent City
Council Resolution. What records do
you collect?

& - BBk | mmmBEKiavcom

1/22/2019
|
|

Overview of the PRA — Pitfalls

Not properly interpreting the scope of a request

* Scenario #4
* The request asks for any and all
documents related to the settlement in
the litigation between Jones v. City of
Milpitas. What records do you collect?
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Overview of the PRA - Pitfalls

Not properly interpreting the scope of a request

* Scenario #5
» |dentify search terms for the following
request...
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EXHIBIT A TO PUBLIC RECORDS ACT REQUEST
DIRECTED TO CITY OF MILPITAS
December 21, 2018
Thhe follawing public reconds relating to the develupment of the multi-use spartment building

knanwn as Disirier 1and located ot 1315 MeCandless Drive, Milpitas, Califumia { Project”) are
requesicd:

ations betweon the Clty of Milpitas ("Milpitas”) and Diswrizt |
Associatzs, LLC, District | Ow LLC, Lyon Commugitics Construction, LLC. or Lyon Living
Construction . LLC (eallectively "Owners") related to the Project;

L Ay und all corn
A

Any and a1l comm
selating 1o the Prajeet;

tions between Milpitas and any of Owners' design consultants

3 Ay mid all communications hetween Milpias ind any of Owners' agents relsing to the
Ioject.

4 Any andall of Milpitas iternal communicatioms regarding the Project;

-3 Any und all communications with any pesson that mnspected the Project;

& Any and all documents concerning any Projedt nspeetions:

7 Any s all commumicativns baween Milpites and any posson relited 1 the Praject

'I' 'k www.BBKlaw.com
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Overview of the PRA - Pitfalls

Not identifying all possible custodians of records

* Scenario #6
* Who has responsive records?
*what departments?
« what staff in those departments?

» former staff? where are those
records?

Bi k* www.BBKlaw.com
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EXHIBIT A TO PUBLIC RECORDS ACT REQUEST
DIRECTED TO CITY OF MILPITAS

December 21, 2018

The follewiny pu
known us Distriet |
requested:

records reluing to the development of the multi-use spartment building
and located at 1315 MeCandless Drive, Milpitas, Califomnia ("Project") wre

14 Any and al) communicatians between the Cily of Milpitas ("Milpitas™) and Districe |
Asseciates. LLC, District 1 Owner, LLC, Lyon Communities Construction, TLC, or Lyon Living
Construction . LLC (collectively “Owners”) relted to the Project;

2. Anyandall communications between Milpitas and any of Owners' design cossultants
teliting fo the Project:

3. Anyand all communications between Milpitss and any of Owners' agents refuting to the
Projcct.

4 Anyand all of Milpitas’ miernal communications tegasding the Projeet;

5 Anyand all communisations with iny person that inspected tae Project;

6 Anyand all decumients cancaniig any Project inspections:

T Anvand all communications hetween Milpitas and any pesou zeluted to the Projeet.

I8 | v BBKlaw.com




Overview of the PRA - Pitfalls

Improperly assessed fees for records

» Scenario #7
* The request asks for copies of every
City Council agenda for the past 15
years. They are online, but the
requester wants paper copies. Can
you charge for the cost of printing the
agendas?

&; : [l | iiiencn
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Overview of the PRA - Pitfalls

Improperly assessed fees for records

* Scenario #8
* The request asks for copies of credit
card statements. They are in paper
form and need to be scanned so they
can be redacted. Can you charge for
the cost of scanning the statements?

& ' IH ‘k www.BBRlaw.com
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Overview of ESI...
in the PRA context

5 sy h

1. lypiswriting. prinkng, ph
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thing any torm of

syrmbsis, o
combinations fhereel, and any resord thereby creates. F@QArdless of the

manner in which the record has been stored

(Gov Gods § B252())
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Intro to e-Records
GET

A local attorney and civic activist, sought ?—E
communications from the Mayor, council
members and staff concerning a local
development project, which had been developed with
private and public money. His request under the Public
Records Act explicitly sought “voicemails, emails and
texts messages sent or received on private electronic
devices” of these officials and employess.

Intro to e-Records

T
The City preduced some documents, but éE
took the position that “since the City does
not prepare, own, use or retain [the FA
language of the PRA] any recard created by the Mayor,
members of the City Council or their staff using any type
of personal digital assistant, those records are not public
records.”

(Source: San Jose (2017) 2 Cal.5th 808)

BBKlaw.com
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Intro to e-Records

California Supreme Court decision

“Here, we hold that when a city employee uses a
personal account to communicate about the conduct of
public business, the writings may be subject to disclosure
under the California Public Recards Act (CPRA or Act).”

(Source: San Jose (2017) 2 Cal.5th 808, 614)

w.Ccom
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Intro to e-Records

Public Record Defined - 4-part test

(1) a writing

(2) with content relating to the cenduct of the public's
business

(3) prepared or

{4) owned, used, or retained by any state or local agency

Intro to e-Records

Reasoning
» a “writing” includes electronic communications (e-
mails, texts, and voicemail messages) (at 617)

» the holding extends to employees and elected officials
because cnly the people who serve in agencies can
prepare, own, use, or retain any record f%t 621)

* public records are retained by the agency even if the
writing is in a personal account or davice (at 623)

» whether a record substantively relates to the conduct of
public’s business won't always be clear (at 618)

[Source: San Jose (2017) 2 Cal.5th 808)

BKlaw.com
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Intro to e-Records

Factors to Identify Public Records
» the author of the communication
« the recipient of the communication
» the subject matter of the communication
« the content of the communication

» the communication was prepared by an employee
within the scope of employment
* definitely includes elected officials
(Source: San Jose (2017) 2 Cal.5th 608, 618)

1/22/2019

Intro to e-Records

Court-Cited Policies & Procedures

. Brohibll use of personal electrenic accounts for official
usiness unless messages are copied or forwarded to an
official account ([citing 44 USC. § 2911(a)])

require that agencies ensure official email messages in
employees’ personal accounts are preserved in the
agencgs recordkeeping system ([citing 36 CFR §
1236.22(b)])

.

.

encaurage a policy that official emails be l?,reserved in
emplofgees‘ ersonal accounts as well ([ci :ngs] Landmark
Iéggﬁ\ oundation v. EPA (2015) 82 F.Supp.3d 211, 225-

(Source: San Jose (2017) 2 Cal .5th 608, 628)

Intro to e-Records

Best Practices
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Best practices

« BE CONSISTENT!!!

« Recognize there are inherent risks in using your personal
device.

« Use your District email account whenever conducting district
business.

« Don't use text messages to conduct substantive District
business

« If you happen to receive a District-related email in your

personal account, forward it to your District account and
respond from there.

* Retain communications on your personal device in
accordance with the District's document retention policy.

% . Bk | 2y ReKiamcos

Intro to e-Records

Identifying Public Records

Identifying public records

* Factors

» the author of the communication

» the recipient of the communication

» the subject matter of the
communication

« the content of the communication

» whether the communication was
prepared by a District employee doing
his/her job

(N | e
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| ® Mail fle Bt Vew Mabox Messge fornal Window
ene New Mesiage

% é.4 8
To:! YourSpéuée ) i . U |
Ce:
Subject: FW: Budget Exercise
*  from: | Nace ¢ Signature: | None :

HI honey, I'm going to be late again tanight. As you
can see, | need to finish this budget exercise befare |
|eave. He just gave it to me an hour agol!l He's such an
idiot. Anyway, I'll wake you when | get home.

Love,

7o fohn.dos@youresdcom
e

Subgect FW: Budget Exercise

=+ fron: H i Signature: None H

Jack, I'm here late working on this budget exercise,
and | need yaur help temorrow. | have inserted the
new budget assumptions, but | can't get the formulas to
recalculate. | need these numbers by noon tomorrow,
so please take a look at the spreadsheet when you
get in at 7:30. 'll touch base with you by 9 to see if
you've gotten it to work. Thanls!!

BTW...Have | told you lately what a ridiculous
exercise this Is...and an enormous waste of timelll

y an tho terting
(1a232 Juha @,
ke 1ks un, elinh
o kb
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# Mail File Edit View Mailbox Message Format Window

ane New Message

giAIBI(@

jane.doe@yourcsd.com

Subject. RE: Retirement Lunch

=+ from: v None : Signature: ' None 3
| Thanks!! I'm in the field now, but | can order the cake

- onmy way home. I'll put it undler your name for a 6:30
a.m. plek-up. How about we ride with you? Also, I'm on
a budget, so let's pass on flowers, OK2

© Also, what's going on with that audit? That question
keeps coming up. Let me know.

John

1/22/2019

daire
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N1 -UPDATE.

[Feme e 1 Dtinad Pamtersie dor iz ool 38 feen eharges For e B2 H masmyg
Trom eitorchd o3 2l pessoptie Wi Thst i ICCH00CG00K Passcode OKEY

el

PeEn suemi s monenly LDeS a1 epeeis B 2 e o Rurd A8 e |
| Agerdan e GracEn B bos pros o el

| Fease come bt pregared o s o o chages e 1 e socl menameties g
weazate st um he prevous M

Treskdl &

‘. Mail File [dit View Malbox Message Furml. WIHVI;JW’M
eon New Message
5 a8
To marysmih@gmoitcom =
2]
Subject: RE: Book Club
v From: i Nore t Signature: | None

Mary, have you finished the book?2 It was much better
than the mavie, but isn't that always the case. I'm going
to bring dessert this weekend. Maybe I'll stop by
Porta's ta get same pasiries. Any recuestsé??

Jaan
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® Mail Fle Edt View Mailoox Message Format Window
enag New Mossage

(B.[\

Tor| 'mur)‘ smrth@yourcsd;co
Ce:
Subjeti: RE: Book Club

== From + None ¢ Signature:  None 3

Mary, have you finished the book?2 It was much better
~ than the mavie, but is't that always the case. I'm going
1o bring dessert this weekend. Maybe I'll stop by

~ Porto’s to get some pastries. Any requests222

C # Mail Fle Edit View Malbox Message Format Window
ane New Message

To mnry ;mwh@ynurcsd com
(e
Subject: RE: Book Club

=+ From: i Mane 1 Sigmature: | Hone %
Mary, have you finished the book22 It was much better
than the movie, but isn't that always the case. I'm going

1o bring dessert this weekend. Maybe [l stop by
Parto's to get some pastries. Any requests?2?

| Also, let's finalize that food services contract today so
it can go before the board next month. | expect lots of
challenges by our laber partners, so let's be careful
with this ane. OK2

loan

BBt

ARC: ADVANCED
RECORDS CENTER

k www. BBKlaw.com
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1/22/2019
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Advanced Records Center

g Public Records Processing,
BB&K's Advanced including doc collaction & reviaw

Records Center

provides

comprehensive PRA Policy and Pracedures,
Including social media records

legal advice and
support for all

records-related Records Retention & Destruction,
matters Including advice on email purging

1/22/2019

BB&K Resources

+ BB&K Education: www.bbklaw.com

« ARC Information: bbkare. smartsyt.com
« PRA Assessment: ABC@bbklaw.com
« Advice & Guidance:
Christine Wood, Esq.
Director of PRA Services & E-Discovery Counsel
E: christine.wood @ bbklaw.com

P: (213) 542-3861
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